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MAIA Cloud: secure platform for remote VPN access, device
management and system management

Controls
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Advantages

The growing connectivity of industrial plants, energy
monitoring systems and building infrastructures
increases the need for secure, reliable and scalable
remote access.

MAIA Cloud provides encrypted VPN connectivity
between users and field devices, enabling operators to
securely access gateways and connected installations
from anywhere.

By simplifying remote connectivity while ensuring high
cybersecurity standards, MAIA Cloud helps reduce
operational complexity, maintenance activities and
service costs.

Secure and simplified remote connectivity

MAIA Cloud is a cloud-based remote access platform
designed to provide VPN connectivity between users
and distributed field installations.

It enables system integrators and operators to remotely
access gateways and connected devices without
deploying or maintaining dedicated VPN infrastructure.

Delivered as a Platform-as-a-Service (Paa$) solution,
MAIA Cloud combines simplified connectivity with
high cybersecurity standards for industrial, energy and
building automation applications.

Our strengths

Secure VPN connectivity

MAIA  Cloud establishes encrypted VPN tunnels
between users and distributed installations, ensuring
secure communication across public networks.

Cloud-based platform with no infrastructure

MAIA Cloud is delivered as a cloud-based platform,
eliminating the need to install or maintain dedicated
VPN servers. Users securely access installations through
standard configuration tools or web applications.

This approach reduces infrastructure complexity and
operational costs.

Controls

Centralized access to distributed installations

MAIA Cloud enables system integrators and operators
to remotely access gateways and connected devices
across multiple installations through a centralized
cloud platform.

Reduced operational and maintenance costs

Remote connectivity enables faster diagnostics,
configuration updates and troubleshooting  without
onsite interventions, reducing travel time and service
delays.
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MAIA Cloud - Secure remote connectivity platform

Carlo Gavazzi’s EDGE + Paa$ solution for energy monitoring and building automation
e Secure remote access to gateways and field devices
through encrypted VPN tunnels.

* Cloud-based platform enabling safe connection to
distributed installations from anywhere.

* No dedicated VPN servers are required thanks to
the Saa$ architecture and centralized web portal. @0.0 I d
* Centralized user management with authentication I C OU
and role-based access control.

e OTA (Over The Air) updating for an easy, quick
and effective fleet management

* Easy integration with Carlo Gavazzi gateways and
connected field devices.

User manual
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MAIA Cloud architecture

Secure cloud infrastructure connecting users, gateways and monitored systems
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How the MAIA Cloud architecture works

Secure connectivity from cloud services to edge gateways and field devices

The diagram shows how MAIA Cloud enables secure connectivity between users, cloud services and field
installations. Through the platform, operators can remotely access edge gateways such as EMS or UWP to
monitor systems, configure devices and manage installations.

The architecture also supports integration with external applications via MQTT and REST APIs, while field devices
communicate with the gateways through industrial protocols such as Modbus and BACnet.

User access and remote configuration

Users can securely access installations through configuration software, engineering tools or web applications.
Through the MAIA Cloud platform, system integrators and operators can remotely configure gateways, manage
devices and perform maintenance activities without direct access to the site.

Secure cloud connectivity

MAIA Cloud acts as a secure intermediary between users and field installations. The platform establishes
encrypted VPN tunnels that protect communication between remote users and connected devices, ensuring safe
data exchange and controlled system access.

Edge gateways and field devices

At the installation level, Carlo Gavazzi edge devices such as UWP gateways and EMS systems connect meters,
machines and field devices within the local network. Through industrial communication protocols such as Modbus
and BACnet, the system can integrate with BEMS platforms and building automation systems.
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Cybersecurity and secure connectivity

Secure communication between users, cloud services and field installations

How the MAIA Cloud architecture works

MAIA Cloud enables secure connectivity between users, cloud services and field installations. Operators remotely
access edge gateways such as EMS or UWP to monitor systems, configure devices and update firmware.
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Secure architecture and data protection

Encrypted communication and secure cloud-to-edge connectivity

Cybersecurity and secure connectivity

MAIA Cloud is designed according to modern cybersecurity principles, ensuring secure communication between
users, cloud services and field installations.

Encrypted VPN communication

All communication between the cloud platform, gateways and connected devices is transmitted through encrypted
VPN channels.

Secure authentication and access control

Role-based access control ensures that only authorized users can interact with the system, while administrators
manage permissions and visibility.

Protected cloud and edge architecture

Cloud services and field networks are logically separated, ensuring reliable communication and infrastructure
protection.
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Secure cloud connectivity

Protected remote access to gateways and field installations

Secure communication architecture

The diagram illustrates how MAIA Cloud enables secure remote access to distributed installations through
encrypted VPN communication. Users connect via configuration tools or web applications and authenticate
securely to the MAIA Cloud platform.

Through the encrypted VPN tunnel, operators can securely access gateways such as EMS or UWP controllers
and interact with devices installed in the local network.
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Secure VPN remote access

Secure connectivity for monitoring, configuration and maintenance

Remote data access

MAIA Cloud enables secure remote access to operational data from distributed installations. Through the
encrypted VPN connection, authorized users can monitor energy consumption, system performance and device
status without direct access to the site.

Remote configuration and maintenance

System integrators and operators can remotely configure devices, update parameters and manage installations
through the secure MAIA Cloud platform. This simplifies system management and reduces the need for on-site
inferventions.

Remote troubleshooting

Through the VPN connection, technicians can remotely diagnose issues, access system logs and verify device
operation. This enables faster troubleshooting and minimizes downtime in critical installations.

Fleet Management upgrade

MAIA Cloud enables centralized management of multiple gateways and installations. Operators can deploy
updates, monitor devices and manage distributed systems from a single secure platform.

Cybersecurity certification - UL loT Security Rating

MAIA Cloud is designed to meet modern cybersecurity requirements for connected industrial systems. The
platform supports secure communication, encrypted VPN connectivity and controlled access to installations.
MAIA Cloud complements the UL loT Security rating of the device with an additional guarantee of cybersecurity
and secure remote access for industrial, energy and building automation applications.
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Gateway and device connectivity

Secure communication between cloud applications, edge gateways and field devices

System connectivity architecture

The diagram illustrates how MAIA Cloud connects user applications, gateways and field devices through a
secure cloud infrastructure. Users access the platform through configuration tools or web applications, while
edge gateways such as EMS or UWP enable communication with devices installed in the local network.

Through this architecture, operators can securely access endpoints, monitor systems and manage installations
from a centralized cloud platform.
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Connecting gateways and field devices

Remote monitoring and control of field installations

Cloud-based gateway access

MAIA Cloud provides secure connectivity between user applications and field installations. Through the platform,
operators can access gateways such as EMS and UWP controllers to monitor systems, configure devices and
manage distributed installations from a centralized environment.

Edge gateway communication
Edge devices such as EMS and UWP gateways act as a bridge between cloud services and field installations

These gateways collect data from connected devices and enable secure communication with the MAIA Cloud
platform.

Connection to field endpoints

Gateways provide connectivity to field devices such as meters, sensors and machines installed within the local
network. Through these endpoints, operators can access operational data, monitor performance and interact
with connected systems.

Centralized monitoring and management

By connecting gateways and endpoints to the MAIA Cloud platform, operators can manage multiple installations
from a single interface. This enables centralized monitoring, remote configuration and efficient management of
distributed energy and automation systems.
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Integration and communication protocols

MAIA Cloud is designed as an open integration platform that allows third-party software and applications to
operate on reliable Carlo Gavazzi edge hardware while maintaining their own functionalities and services.
By combining trusted hardware platforms such as EMS and UWP controllers with MAIA Cloud secure remote
connectivity, users can create operational ecosystems more quickly and cost-effectively.

Through EMS and UWP edge gateways, data from meters, sensors and automation devices installed in the field
can be collected, managed and securely exchanged with external software platforms, supervisory systems and
enterprise applications for monitoring, analytics and fleet management.

Secure remote connectivity for third-party applications

MAIA Cloud enables secure encrypted VPN connectivity between users, third-party applications and distributed
installations. This allows operators and system integrators to remotely access field devices and gateways while
benefiting from a cybersecurity-focused infrastructure without deploying dedicated VPN servers.

Industrial protocol connectivity

At installation level, EMS and UWP edge gateways communicate with field devices using widely adopted
industrial protocols such as Modbus TCP, Modbus RTU and BACnet. In addition, the ESY-bus enables direct
communication with compatible Carlo Gavazzi devices, simplifying integration within energy monitoring and
building automation systems.
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Applications and use cases

Remote monitoring and management for connected installations

MAIA Cloud enables secure remote monitoring and management of distributed installations across energy,
building and industrial environments. By connecting gateways, devices and applications through a centralized
cloud platform, operators can access operational data, configure systems and maintain installations from
anywhere.

The platform simplifies the management of multiple sites while ensuring secure communication and seamless
integration with existing monitoring and automation systems.

Energy monitoring systems
MAIA Cloud enables remote supervision of energy meters and monitoring devices installed across facilities

Operators can access consumption data, analyze system performance and monitor energy usage in realtime.

Building automation systems

Through integration with building management systems, MAIA Cloud allows centralized monitoring and
management of HVAC, lighting and other building infrastructures connected through gateways and automation
devices.

Multi-site infrastructure management

MAIA Cloud simplifies the supervision of distributed installations across multiple locations. Operators can
monitor gateways, devices and system performance from a single platform, improving operational visibility and
efficiency.

Remote maintenance and support

System integrators and service teams can remotely access installations to perform configuration, diagnostics and
troubleshooting. This reduces the need for on-site interventions and enables faster response to operational issues.
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Activation Key

Every EMS, UWP4, or UWP-DLB device includes a unique Activation Key
The key is:

e Stored inside the device memory.

* Printed on a label included in the product box.

If the user is new to MAIA Cloud, the activation key allows the user to:
* Register on the MAIA portal.

¢ Create a new organization.

An organization represents the company account
and contains:

e Devices.
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e Users.
e Resources.

e Service permissions.

UWP-ACTIVATION-KEY

ATOV1-AZL1R- LMAXT-EBSEN

Device Registration

The basic MAIA organization includes a structure to manage up to 50 devices, 50 users and 50 sub-organizations.
This ecosystem is expandable using additional resources.

MAIA Services
MAIA Cloud provides two independent services:
® VPN Service: for remote access for commissioning, diagnostics, configuration, and reporting.

* Fleet Management: firmware update and centralized fleet management.

The services can be used separately or together.
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Licensing concept

Resources and Licenses
MAIA services use a resource-based licensing model.

Resources work like virtual wallets inside the organization, to be used for obtaining VPN months and/or Fleet
credits for the fleet management service. Resources are added by purchasing dedicated license codes:

VPN Licenses
Licenses with code format UWP-LICENCE-Mxxxx add VPN resources.

Each time a device uses the VPN service, the platform consumes VPN resources.

Example:

Devices Annual VPN Requirement
2 devices 24 VPN months

15 devices 180 VPN months

This assumes at least one VPN connection per month for each device.

Fleet Management Licenses
License with code format UWP-LICENCE-300C adds 300 Fleet Management credits.
The Fleet Management service is enabled through the MAIA Portal App Store.

e Initial Activation
The Fleet Management app costs 250 credits (one-time activation).

After activation, Fleet Management is enabled for 1 year up to 50 devices.

e Renewal

After the first year each managed device costs
12 credits per year Equivalent to 1 credit per
month per device

Example:

Managed Devices Required Credits per Year
10 devices 120 credits

25 devices 300 credits

CARLO GAVAZZI Automation Components. Specifications are subject to change without notice. Images are for illustrative purposes only. Con fro I S



Carlo Gavazzi solutions

Future trends in connected energy and building infrastructures

Why MAIA Cloud

A secure and scalable platform for connected energy and building systems

Cybersecurity and secure connectivity

MAIA Cloud is designed according to modern cybersecurity principles, ensuring secure communication between
users, cloud services and field installations.

Centralized system management

Operators can monitor, configure and maintain multiple installations from a single cloud environment, simplifying
the management of distributed infrastructures and fleet management.

Scalable and future-ready

MAIA Cloud is designed to support expanding installations and evolving digital infrastructures, enabling
organizations to build connected and scalable energy and automation systems.

Contact us now!

We are committed to delivering innovative, reliable, and energy-efficient solutions that empower you to perform
at your best.

Our dedicated team of experts is ready to understand your needs and provide tailored support at every stage
of your project.

Let's shape the future of automation and energy management together. Get in touch with us today and take the
first step toward smarter, more sustainable performance.

www.gavazziautomation.com
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Note
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OUR SALES NETWORK IN EUROPE

AUSTRIA

Carlo Gavazzi GmbH
Ketzergasse 374,
A-1230 Wient

Tel. +43 1888 4112
Fax +43 1 889 1053
office@carlogavazzi.at

BELGIUM

Carlo Gavazzi NV/SA
Mechelsesteenweg 311,
B-1800 Vilvoorde

Tel. +322257 41 20

sales@carlogavazzi.be

DENMARK

Carlo Gavazzi Handel A/S
Over Hadstenvej 40,
DK-8370 Hadsten

Tel. +4589 60 61 00

Fax +4586 98 15 30
handel@gavazzi.dk

FINLAND

Carlo Gavazzi OY AB
Ahventie, 4 B

FI-02170 Espoo

Tel. +358 9 756 2000
myynti@gavazzi.fi

FRANCE

Carlo Gavazzi Sarl

Zac de Paris Nord 1l, 69,

rue de la Belle Etoile,
F-95956 Roissy CDG Cedex
Tel. +33 149 38 98 60
Fax +33 148 63 27 43
french.team@carlogavazzi.fr

GERMANY

Carlo Gavazzi GmbH
Pfnorstr. 10-14
D-64293 Darmstadt
Tel. +49 615181000
info@gavazzi.de

GREAT BRITAIN

Carlo Gavazzi UK Ltd
4.4 Frimley Business Park,
Frimley, Camberley,
Surrey GU16 7SG

Tel. +44 1276 854110
sales@carlogavazzi.co.uk

ITALY

Carlo Gavazzi SpA
Via Milano 13,
1-20045 Lainate (MI)
Tel. +3902931761

info@gavazziacbu.it

NETHERLANDS

Carlo Gavazzi BY
Wiikermeerweg 23,
NL-1948 NT Beverwijk
Tel. +31251229345
info@carlogavazzi.nl

OUR SALES NETWORK IN THE AMERICAS

USA

Carlo Gavazzi Inc.

750 Hastings Lane,
Buffalo Grove, IL 60089-
6904, USA

Tel. +1 847 465 61 00
sales@carlogavazzi.com

CANADA

Carlo Gavazzi Inc.

2430 Meadowpine Bvd Unit 104
Mississauga, ON L5N 6S2,
Canada

Tel. +1 905 542 0979

gavazzi@carlogavazzi.com

MEXICO

Carlo Gavazzi Mexico S.A. de C.V.

Circuito Puericultores 22,
Ciudad Satelite

Naucalpan de Judrez,

Edo Mex. CP 53100 - Mexico
Tel. +52 5553737042

Fax +52 55 5373 7042
mexicosales@carlogavazzi.com

OUR SALES NETWORK IN ASIA AND PACIFIC

SINGAPORE

Carlo Gavazzi Automation
Singapore Pte. Ltd.

61 Tai Seng Avenue #05-06
Print Media Hub @ Paya Lebar
iPark

Singapore 534167

Tel.  +65 67 466 990

Fax +65 67 461 980

info@carlogavazzi.com.sg

TAIWAN

Branch of Carlo Gavazzi Automation

Singapore Pte. Ltd.
12F-3, No. 530, Yingcai Rd.,

West Dist., Taichung City 403518,

Taiwan, China
Tel. +886 4 2258 4001
Fax +886 4 2258 4002

MALAYSIA

Carlo Gavazzi Automation (M)
SDN. BHD.

D12-06-G, Block D12,
Pusat Perdagangan Dana 1,
Jalan PJU 1A/46,

47301 - Petaling Jaya,
Selangor, Malaysia

Tel. +60 378427299

Fax +60 3 7842 7399
info@gavazzi-asia.com

NORWAY

Carlo Gavazzi AS
Melkeveien 13,
N-3919 Porsgrunn

Tel. +47 3593 08 00
post@gavazzi.no

PORTUGAL

Carlo Gavazzi Lda

Rua dos Jerénimos 38-B,
P-1400-212 Lisboa

Tel. +351 21 36170 60
Fax +351 213621373
carlogavazzi@carlogavazzi.pt

SPAIN

Carlo Gavazzi SA

Avda. Iparraguirre, 80-82,
E-48940 Leioa (Bizkaia)
Tel. +34 94 480 40 37
Fax +34 94 431 60 81

gavazzi@gavazzi.es

BRAZIL

Carlo Gavazzi Automacdo Ltda.

Awv. Francisco Matarazzo,
1752 Conjunto 2108

CEP 05001-200 -

Séio Paulo - SP - Brazil
Tel. +5511 30520832
Fax +55 11 3057 1753
info@carlogavazzi.com.br

CHINA

Carlo Gavazzi Automation
(China) Co. Ltd.

Unit 2308, 23/F,,

News Building, Block 1,1002
Middle Shennan Zhong Road,
Futian District,

Shenzhen, China

Tel. +86 755 8369 9500
Fax +86 755 8369 9300
info@carlogavazzi.cn

OUR COMPETENCE CENTRES AND PRODUCTION SITES

DENMARK
Carlo Gavazzi Industri A/S
Hadsten

MEXICO
Carlo Gavazzi Americas Inc.
Tijuana

ITALY
Carlo Gavazzi Controls SpA
Belluno

HEADQUARTERS

(ARLO GAVAZZ| AUTOMATION SPA
Via Milano, 13
1-20045 - Lainate (MI) - ITALY
Tel. +39 02 931 761
info@gavazziautomation.com
www.gavazziautomation.com

LITHUANIA

Uab Carlo Gavazzi Industri Kaunas

Kaunas

MALTA
Carlo Gavazzi Lid
Zejtun

Wto W.’

www.gavazziautomation.com

CARLO GAVAZZI
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SWEDEN

Carlo Gavazzi AB

V:a Kyrkogatan 1,
S$-652 24 Karlstad

Tel. +46 54851125
Fax +46 54851177
info@carlogavazzi.se

SWITZERLAND

Carlo Gavazzi AG

Verkauf Schweiz/Vente Suisse
Sumpfstrasse 3,

CH-6312 Steinhausen

Tel. +41 41747 4535

Fax +41 41 740 45 40
info@carlogavazzi.ch

INDIA

Carlo Gavazzi Automation
India PVT LTD.

1105/06, Kamdhenu 23 West,

Thane Belapur Road,
TTC Industrial Area

Kopar Khairane, Navi Mumbai
400709, India

Tel. +91 88282 84033

info@carlogavazzi.in

CHINA

Carlo Gavazzi Automation
(Kunshan) Co., Ltd.
Kunshan
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